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ViviRooms Ecomm Private Limited

» Position - Cyber Security Specialist
» Experience - 4-6 years

Compensation - Best in industry

Open Positions - 1
Location - Gurugram

Eligibility Requirements

Education: Bachelor’s degree in Computer Science, Information Technology, or a related
field.

Certifications: CEH (Certified Ethical Hacker), OSCP (Oftensive Security Certified
Professional), or CISSP (Certified Information Systems Security Professional) are
preferred.

Strong understanding of web application security, mobile application security, and
network security principles.

Familiarity with OWASP (Open Web Application Security Project) and SANS Top 25
vulnerabilities.

Proficiency in security testing tools like Burp Suite, Nmap, Wireshark, Metasploit,
MobSF, APK tool, and Jadx.

Solid knowledge of Python programming language for scripting and automation.
Experience in conducting security assessments on SQL databases.

Knowledge of network vulnerability assessment and penetration testing (VAPT).
Excellent communication skills with the ability to convey technical information to
non-technical stakeholders.

Ability to work independently and collaboratively in a dynamic, fast-paced environment.
Detail-oriented with strong analytical and problem-solving skills.

Proven experience in identifying and mitigating security vulnerabilities.

Job Description & Responsibilities

Conduct comprehensive security assessments on web applications, mobile applications,
and network infrastructure.

Utilize security testing tools such as Burp Suite, Nmap, Wireshark, and Metasploit for
web application and server testing.

Perform mobile application security testing using tools like MobSF, APK tool, and Jadx.
Develop and execute scripts in Python to automate security testing processes.

Conduct security assessments on SQL databases and ensure the implementation of secure
database practices.

Perform network vulnerability assessment and penetration testing (VAPT).

Stay updated on the latest security trends, vulnerabilities, and industry best practices.
Collaborate with cross-functional teams to integrate security practices into the
development lifecycle.

Follow the Checklist for Secure Android Apps to assess the security of Android
applications.

Set up and prepare for pentesting, including static analysis, dynamic analysis, network
security testing, storage security testing, and client-side testing.

Test permission requirements and authentication methods for Android applications.
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e Provide clear and detailed reports on identified vulnerabilities, risks, and recommended
mitigation strategies.

e Work closely with developers and system administrators to address and remediate
security vulnerabilities.

e Participate in incident response activities and contribute to the continuous improvement
of the organization's security posture.

o Conducting security training and awareness sessions for development teams and other
stakeholders.

ViviRooms Ecomm Private Limited

About us

We are a women-led e-commerce platform, offering a concept that will revolutionize the online
shopping experience. With an estimated launch in 2024, we will provide customers a chance to
shop for clothes in a never before seen way. Phase one will focus on launch in the Indian market.
ViviRooms is part of London based Euromax Capital (www.euromaxcapital.com) among which
includes the most innovative & promising Artificial Intelligence enabled Biometric Software
Platform, Products & Solutions designing organizations Biocube Technologies
(www.biocube.ai).

E-mail: info@vivirooms.com Contact number: 0124-4420100 Website: www.vivirooms.com
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